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ABSTRACT

Researches on Post-quantum blockchain, which is a synthesis of blockchain and post-quantum cryptography[1], are
relatively unrevealed areas but have needs to be studied with the regard to the quantum computers. However there could be
several fundamental problems, e.g. unsustainably large size of public key and signature, or too lengthy time for sign and
verification, if any post-quantum cryptography is adopted to the existing blockchain to implement post-quantum blockchain.
Thus, a new method was proposed in this paper that produces fixed length of references for massive signatures and
corresponding public keys to enable relatively lightweight transactions. This paper proposed the mechanism that included a
new transaction structure and protocols, and demonstrated a post-quantum blockchain that the proposed mechanism was
adopted. Through this research, it could enhance compatibility of blockchain regarding post-quantum digital signature,
possibly reducing weights of the whole blockchain.

Keywords: Post-quantum blockchain, Distributed Ledger Technologies, Blockchain

Received(10. 30. 2019), Modified(01. 13. 2020), t Fx2}, kimmy03@nshc.net
Accepted(01. 13. 2020) ¥ 2A1AAL hyyoum@sch.ac.kr(Corresponding author)



88 EEARE] A WA AAAE 23S Sds] A3 EdAE FE A

LM 2

Azl BE RSASH ECC % v|vA ¢
G| Fel 7ukek AApAE 27le] ALgEIYh 18

AlgAo g AMgrest ofAF AHAiE7) FEE A
Z2AAE Aol Al ddE 4 9leH, o
472]Z(Shor's algorithm), Z2® <az=
(Grover's algorithm)% A} dae]&g o]&s}
o, 71& AFEHE ik 5 ol EA

=
=
o} o] dae|ES 7] o3 daE|Ee] E7ko)

K

= e, o4 2o #AE o] A7 viE

AAksE 4= 9le], RSA, ECCE #ofst ¢ts ooy

Fo2 AdteiA droh. o=k daE 7IE ¢
S

AR 2 BB AR o AFEE 13T A Az
o ARS-E 7IHE = gk olell dulE] <k} WA o
% (Post-Quantum Cryptography)& EZA|8ld]|
Eofshe At A& gl kA WA kst E
A At AE o A EEA
(Post-Quantum Blockchain)elgl #-209, s &
a2, o= daEs § oAt daElE 346 W
A& Zeri(l). o WA EEA QS sl 419

& 71, A =277 A B, A
% 7% A7e] ZolAE FAl} A & glck,

Wby B g ofA i EE L2l
Q] Slg Aze Eday el Zeeas
Ao, Alere Mgatel ot A BEAQE 7

Alel =8 4= 9lon, FFHT BEA
2 WA AAAE 534S FiA 7|2, AA
24919 2% A = 9lS Aoz A

b 2L o
di o o
i ol

o

o,

EEAQe EFdsEa W Brbsd YAd
A 4 Ax"lem AR ge larlE
P2P(Peer-to-Peer) WEH=Z 7|8t tAE Azdl
Ae] o] FA|B-S wtuxal qgkdl r]gol}. H|EIRS]

[} u

Eikls A7) wiEe]  HlEFSlS 3t
(decentralized) ¥ 5A& Z+=t}

7ZF 22 oA EE9 RS 23] wEel
o)A EE9] W& W dAge] A &
o}l A $xE BAF = ool $HEr} "4
Al %7] flelAs 2 Hedl oleiAle BE 55 3

[

= .

E2A8leAe] A N7 4E duEE 7]
uke] AxyE 2gsle] o]Foizr}l Fig. 1.3
7o) M7= A sle] WAlALE F3Esly ¥

N
==

% O E WEeA FaE sl ;AL A
St oA EFAQ] A Adle AAAEE F
Transaction Transaction Transaction
From: ... From: A's
Amount: address address

x BTC A (As public (B's public
key)
Amount:

x BTC

key)
Amount:
x BTC

Send to: S/ Send to:
A's address B's address
(A's public / (B's public
key) / key) /
4 / 4 / 4
submit | ’,.«" submit | ’,.«" submit |
A's / B's w /
public/ ! public/ !
private w private w w
key pair key pair

Fig. 1. Flow of the transaction transfers(3)



A B 1 533 =A] (2020, 2) 89

& S doledl sl 9, A} A
7t A= A 2wl Fefshis BRE kEoA A
g7t Aol k= AE FAske] e g
Zo|| we}l 822 AAsla, B29 Aol Lo bl
o] B2491& FAauzl},

A4 % (Unconfirmed
=]

2 EZo 971
EfQAAS 59 (Comfirmed) =ty FHg
S AR Q=] EF6 @r)7] A EdlAAE B
ol e o] HelEA] o2 EdlAH Eo|t}, EEol
A7 EEe 715 EdAAS galsle] 54lA]|
o2 EdAA FolA sl ENAAE AAg
EAAe] 52l 357t woldaE dlg A=
o|FAIBZHE <SHASTH3). ofF EZFel A

RSk R BA (o)

3], EZo| w7l AEHE ol 19, Folo] EE
A7 AREA 9 2Wow FAEh B24
9le] B2 9x+& o] (Height) 2 F3H}
2.3 HIERQI HotM

(3)ellAE mlEF ] 3l 7 7] EA Q) 4
2 FAA) wzA E5& 2HAdste] 2akdl Ed
Ao 53

#1814 Binomial Random Walke} Gamblers
Ruin Problem(4)& H&3t4 &&& 73t =
g rrb oy 58S 7Y e pola, AR
7h o EES 7 F3E2 ¢olH, ptg=1 4 o,
FAA} 2 EE FlA AAEe] AdE wEAS
g5 ¢ = dehltH3).  °]F  Binomial
Random Walkell wzh, 23t x=71 55 AA
s 23kl +1& sta, FAApE EES A A
= - 12 8 ¢ (D3 2eH3).

o

4, =P * 1t g g, (1

78] Gambler Ruin Problem< #-&3}o],
52, & 34 s A AEE & 5
= 43S 7] 2E (2)F =230H3).

30, i

- {1 Hp= q} )

=7 (g/p)* ifp>gq
FAAE 22 Al]le] FeEl AlHch ZHolA
7] AR AlQle TN etk g k=S
22 g4sle] slolo] trhedl ATe Azl 3
F B2 44 A% T 9] Adgw, BE A9
wESS ) 7 v pRES YD T -

Aol B2& A allAe 2 T/pael A7ke]
A3l 2AAE W T vk} (BE2S Aiksla
2Tlp A7 E9F TAA} AAeE B2 A5e
Fold HEZE A= z¢/p o #TH3). 2chd 2
et 2 EES AN T A Y B2 EE

fa

S A3 52 Poisson density function(12

o me} (3)o2 AeHrh3).

debd AL GET AL wl
4 (9 B 4 em(3), %
7ol w2 Qg (6)e] 7%}

3L
[S)
61 o] ol F AdE AT =F AR

o wehd BAAE olEAE BAL Ads 64
ol BEe ARe] 7)E At AojAe A%
o) FA %ol AT 4 oleh. olel Hal A EA

(19" 49 14« 09:00 (GMT+0900)A 715)E ©]
43te] 51% w24 B3 AAS =3}
Fig. 2.2 A% 2137k w|EZQl] Hofgt k=
5 EAlI}. H@HO R 9949 e v} Ut
on 7P #HITZHe 9515 JiHH7). Fig. 3.+ A
b 297k v EZ]] WESFS] A& FAlltt 7}
7 Algo] L ul= 61,866,256 TH/s o], 7}
A #272 38,771,476 TH/s ©|c}(8). Az
NFEeZ g x& W R FHF dAES
4074.77 TH/s °lx, 671 &3 & ueixlr] sl
A #H4 6%°] &S 7HoF 0.003%2] Ad¥E



90 AR A WA AR A 234

9515 9943 2598 4 37.56%

Fig. 2. The estimated number of reachable
nodes during the last 2 years(7)

Lib

“ylm\‘m ml‘aH"‘»uﬂl‘ iy

I
\‘“"‘

il
i
‘.\,,m,'w
I
A

Fig. 3. The estimated number of tera hashes
per second during the last 2 years(8)

& JHITH3)(6). B4 AFATY] AL oF
2.326,288.56 TH/s®| 44182 7HAok 3t A
STUN elgel wesh dpdon gstel 34
G, T4} BT ol4el mEs} 7l A
8 S91% FhAe} whel,

P g B2A Balse] WAl A 2g Al
3= dE¥4el Wi+ Cordal9), QRL(10) 5

o] sltl. Cordaw &4 (hash) 719F AApA 9l
XMSSE EFAQl =sldhe s WAL
(11) o] AAAMHE o] &3 4 U=E Au|2E A
Fahvba Hgeh(9). CordacllA Aldkshs BPQC

AR 7hsstetbar gH9). QRLS XMSS 74 &
AR FHES oldEReR JRsEle], 20184

< "2 A= PoWs 7S
2 FOE =E3, PoSE =T dAelzta 93l
t}H(10).

T 719 glot EdAAS wIE 4] 7|
b WA A dae|EE =/iste] AeE 54T
A7} k13

(12]ellA= <Ak AHarele] S8l dplste] =t
Go5Al 7k R g EEA1E AAEen, PoW
)4l PBTF HETHAE ZREFS o]&3c)
(12)ellM+= 1709 faulty =8 E38E F 4709
ez AR vEYIAA AR EEAY A%
S AP Ay A9, EEde fag EdAa

ol 71ZH A, EdlAM £3}E = FAtET] e
e 40bit, HRE/AE ZREF E3EE
FARtE 7)o §3-2 80bitE viehyrl

(13]ell4+= 719 ECDSA AW daeF
= tAlste] Al 7k BRI A daEs F
Av Zol7b & Hel Winternitz One-Time
Signature® A&t =3 HFEZ|
Merkletree Signature Scheme& =33l E
WA 53 B8 vEAS e

oo 2

gH E5AQ] 275 A2ATE Wt g o
T= T2 ARTEE W¥ste] Bass dHolHE
A7l wete] F2 d7Ee E5AQ F £
el dHolH & AAst 25 dAlshe vletdloleE
B Wkt (14)(15) SQLites A-83te] &
FA1E AaA7IE BeH16) ol a7+t

rlo
ful
)
2
23
[e3
o
o
]

)
o

HZELE 7wkez 3 ‘account
], aE 71Eskal

go}, aEla AlgF E5 = ) A A
} EE5L AHAste] B5A919 AL



A B 1 533 =A] (2020, 2) 91

. B

3.1 HXMELl 37| & MEAIZE HE

Signature blic k . tur security
T okx A dre BlthEr 327 scheme public key | signature strength
7] @71% A¥ =715 7Rk B =EE v e ECDSA 39 64 198
S TP ofe] asielel] ol 4x= EODSA qap  oeRZO6k]

A odwe]&3 g2tulE secp256kle HlATEL

Table 1. Sizes(bytes) of public key and
signature of ECDSA secp256k1 and security
strength (bits) (17)

Table 2. Size (bytes) of public key and

Z A|AgteL. Table 1.0 ECDSA secp256kl 2 : 2 e J : :
27/ 2717F et ek Table 2 o 4] ?lbgi;tr;?tﬁge]iwo” and security strengt
Al 7]\t SPHINCS™ -SHA256(18], . .
XMSS-SHA-256(19), o}e]aAlY (isogeny) 7|4t Signature scheme DEESC signature :tercelg;g
Supersingular  isogeny(20), Az} 7]t

paNTRUSign(21) 5 <Ak WA "Axpxwel 30

-256s(15)
71/4% =717} XMEM ) XMSS-SHA-256(16) | 1696 | 2083 146
k2t A AAAHW-S ECDSA A H B} 2 :
A e o Supersingular 336 | 122880 | 128
N7, AW =275 7RI 3R7IE 2u ~640) isogeny(17)
2ol 7} vl AHE 228 ~19208)7} Holdr}, o] paNTRUSign(18) 2048 1408 128

2g oA} A AR Ee] 2ol A gEw, =
Aol Z7) mab wlesle] 2ok, 2% 249
o 2] wak wlsle] Aol oleh. BEA A

7 F7ke] wig- Bl A 7] witel] & k) Feta) . . L
N Signature Sign Verification
= A, BE So] S ZoF o&d) SCDSA
20194 49 149 09:00(GMT+0900)4 715 secp256k1 506 1100

HEFS] EEA91e AA =7+ < 207.66 GB,
At AN 2,763, E5 = 578,15170]0}H(22).
olo] 7|ubate] 7+ okat WA MzA | Hid HF
A =271, £F z27], A AA 271 —?‘—é—é]—%{
th. Table 3.¢ll 527} 7]%slo] slom, @A v
EFoI 2o BESy) Aoty A 4 o
54 Tb ~ o 1,924 Th =2 FZ3c}. 3717
/AT AL Aoz ke BERAQS] FAE AE

+_
SPHINCS"-SHA256 64 99792 128

Table 4. Time of sign and verification of ECDSA
secp256k1(us) (17)(23)

secp256k1(Intel Core i7 4790K @ 4.0GHz)
o] A7 /73% A7ke] vehd gitk Table 5.9l <
2 WA AR MH g S A7be] AeE e
oleb. @A 7wk AxkdW SPHINCS -SHA256
(3.5 GHz Intel Core i7-4770K CPU)(18],
XMSS-SHA-256 (Intel Core i5 CPU Mb540
@  253GHz)  (19),  cle]l&zAd 7]k

FAMAA AR el @ Aeolet. el 347/
A7zl g Fe 29 4 ole k] Wa

sk,

A WA AR S dare] el met A A
2 A% Alzke] 2EiAleh. Table 4. ECDSA

6‘ up\],]

EL%‘%H

Supersingular isogeny AAM™ 27 (Intel
49 Xeon E5-2637 v3 3.5 GHz,)(20), A=} 7]vke
quTRUSign[21 & Blagch, 7 dae]s A4t
oo T3 gkl 713k

(<}
Ao A Beksb) 9

Table 3. Estimated size of Transaction(kb), block(Mb) and chain(Tb) size for each signature scheme

scheme Transaction size (kb) Block size (Mb) Chain size (Tb)

SPHINCS+-SHA256-2565(18) 313.377 845.568 466.219
XMSS-SHA-256(19] 39.665 107.027 59.011
Supersingular isogeny(20) 1,293.311 3.,489.667 1,924.090
paNTRUSign(21) 36.275 97.879 53.967
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Table 6. Block structure

BlockStructure: =
Block := SEQUENCE{
header BlockHeader,

transaction SEQUENCE OF TX
}

BlockHeader := SEQUENCE({
prevBhash BYTE STRING(SIZE(HashSizes)),
difficulty REAL (1..MAX),
nonce INTEGER (0..MAX)
}

TX = SEQUENCE {

pubS BYTE STRING,

sigS BYTE STRING,

pubR BYTE STRING,

amount  INTEGER (0..MAX)
}

HashSizes := INTEGER (32)

END
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Table. 7. Proposed transaction structure

NewTXStructure: =
TXinfo := SEQUENCE{
txdata TX,
hashvalue  BYTE STRING (SIZE(HashSizes)),
\ BOOLEAN,
height INTEGER (0..MAX),
pubS BYTE STRING,
sigS BYTE STRING,
pubR BYTE STRING,
status ENUMERATED {stable(0),

unstable(1)} DEFAULT unstable
}

TX := SEQUENCE {

sigSHash BYTE STRING
(SIZE(HashSizes)),

pubRHash BYTE STRING
(SIZE(HashSizes)),

amount INTEGER (0..MAX)

}

HashSizes := INTEGER (48)
END
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Pool update protocol
Input: TXinfo, TX(TXinfo.txdata), k, n /*n
stands for block heigh of tip*/
Output: TXinfo
1: IF (TX.sigSHash # H(TXinfo.sigS) or

TX.pubRHash = H(TXinfo.pubR)) THEN
Return false
CALL Verify()

0 < TXinfo.sigS

pub < TXinfo.pubS

v < Verify(o, pub)
TXinfo.v < v
IF (TXinfo.v = 1) THEN Return false
Pool < TXinfo //Pool is unconfired
transanction pool
9: FOR (TXinfo in Pool that TXinfo.height

<n - k) DO
10: TXinfo.status <= 0

00 =3 O Ut x» w Do

Fig. 5. Proposed transaction creation protocol

Fig. 6. Proposed pool update protocol
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